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Abstract - Security and privacy for a data transmission become a major concern due to rise of internet usage. 

Many developers are working continuously to make an internet safe environment, but the intruders are very 

smart to hack the information. For that, two entities communicating need to communicate in a way which is not 

susceptible to listen in or interception. So every organization uses many data encryption techniques to secure 

their communication. There are two security mechanisms called, Cryptography and Steganography are being 

applied. By merging these techniques, two level of information security is achieved. This paper discuss about 

the way of working Cryptography and Steganography and their different approaches. 
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I. INTRODUCTION 

 

Nowadays sharing commercial and confidential information over the internet is a risky task. As data is 

transmitted all the way through digital medium has certain demerits like tampering, illegal use, easy to access, 

copyright violation etc. There are many applications and websites on the internet requires the users to fill their 

personal data’s like telephone number, credit card information, addresses etc. so the users need to communicate 

with private and secure confidential data transmission over the network. Data integrity and confidentiality are 

required to protect against unauthorized access and use. Cryptography and steganography are the two common 

methods play a major role for secure communication. By combining these two methods provides two level 

security of information sharing. The differentiation between these techniques is computer programs survive that 

will encrypt a message using cryptography and hide the encryption within an image using steganography. 

Steganography is combined with cryptography; combination is termed as metamorphic cryptography [18]. 

 

Cryptography is the art and science of building a cryptosystem that is able to provide a information security. 

Cryptography mainly deals with the actual securing of digital data. It refers to the design of mechanisms based 

on mathematical algorithms that provide fundamental information security services. And cryptography concern 

with the design of cryptosystems, whereas cryptanalysis is the study of breaking the cryptosystems. The 

cryptosystem contains of plaintext, encryption and decryption algorithm, cipher text and key. The plaintext is 

the message or data in which normal or readable (not encrypted) form. And Encryption is process, converting 

plaintext into Cipher text by using Key. The Cipher text is the result from encryption by applying the encryption 

key on plaintext. And Decryption is process of retrieving the plaintext from the cipher text. Finally Key is the 

information to control the cryptosystem (cipher system). There are two types of cryptosystems is used, in which 

encryption-decryption is take place in the system: 

 

i. Symmetric Key Encryption 

ii. Asymmetric Key Encryption 

 

A. Symmetric Key Encryption 

In encryption process the identical keys are used for encrypting and decrypting the information is called as 

Symmetric Key Encryption. Otherwise, in Symmetric key cryptography sender encrypts the ostensible text 

content by using secret key and receiver decrypt the cipher text by using the same key. So there is a requirement 
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to ship the defended key to the receiver along with the cipher text. Secrecy of facts in symmetric key 

cryptography depends at the confidentiality and length of the secret key. The generally used algorithms of 

Symmetric key cryptography are DES, 3DES, AES, BLOWFISH and many others [5]. 

 

B. Asymmetric Key Encryption 

In encryption process distinctive keys are used for encrypting and decrypting the information is called as 

Asymmetric Key Encryption. Otherwise, asymmetric key cryptography use one of the two keys i.e. public key 

and private key that are complementary in function. The textual content, that is encrypted the usage of public 

key, can simplest be decrypted the usage of the subsequent private key. RSA, DSA, ECC are the example of 

asymmetric key cryptography [5]. 

  

Steganography (art of “concealed writing”) is used to hide the confidential and sensitive data inside a digital 

medium. Otherwise, we can called it as hidden communication, i.e., we can hide the secret data (not noticeable 

by the human eye) into a cover object like image, audio, video, etc. A steganalyst is a person who is skilled in 

detecting hidden messages from a digital media. Steganalysis is the study of extracting hidden messages from 

the digital medium which is done with the help of steganography [18].  

 

In Image Steganography it consists of two algorithms, one for embedding and another one for extraction. The 

embedding is the procedure of hiding secret message inside a cover media (i.e. cover image), and result of this 

embedding process is the stego image. The extraction is the process of inversing the embedding process, which 

reveals the secret message [29]. 

 
Different application areas of Steganography are copy right of multimedia object, medical image, military 

communication, authentication & several areas associated with communication and it has currently reached at a 

new technology referred to as cloud. Steganography provide the cloud users with data confidentiality, 

authentication and integrity [1]. 

 

So simply it proves that, Cryptography converts the information from its original form (plaintext) into 

unreadable form (cipher text); where as in steganography, it is the art of hiding messages within other data 

without changing the data to it attaches, so before and after the process hiding the data almost look like the 

same. The above figure shows the, Cryptography and Steganography process is carried out in Data hiding 

technique. 

II. RELATED WORK 

 

All the sectors need a secured data transmission. In most instances, data hiding cases has experience in some 

distortion over the cover object and can’t move it back to original cover object. This will be taken place, as 

some parameter will be distorted over the cover object even after the hidden data has been extracted. But in 

reversible data hiding, the original cover object is losslessly recovered after the message is extracted 

[22,23,24,25]. The reversible data hiding (RDH) technique is commonly utilized in area of medical, law 

forensics and military, here there will be no alteration of the original object will be allowed. 

The Reversible Data Hiding technique was first delivered is proposed via Z. Ni et.al. [22], which uses 

Histogram Shift (HS) approach. An "image histogram" is a type of histogram which illustrates a graphical 
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representation of the pixel value distribution in a digital image. Advantage of this paper is results good PSNR 

(Peak Signal-to-Noise Ratio) value and computational complexity is low. Disadvantage is of this paper is there 

is no Key is used for data hiding so security level is low and easy to attack by attackers. 

 

The author X. Zhang [23], overcomes the limitations on Histogram Shifting (HS) and Pixel Value Difference 

(PVD) methods, here the encryption and decryption process of confidential data and cover image is processed 

by using data hiding Key. The author W. Hong et.al.[25], overcomes the limitations of previous methods and 

results by minimizing the error rate. It improves the problems of non-overlapping block method and calculates 

the smoothness of each block. 

 

The author X. Zhang et.al.[24,26], using image encryption a new feature is added, i.e. if the receiver has only 

data hiding key means he can able to extract the confidential data, but the receiver does not know the cover 

image. If the receiver has only encryption key means he can decrypt the cover image cannot extract the 

confidential data. Advantage of this paper is getting separate privacy for both the confidential data and cover 

image, medium PSNR value. The author k. Ma et.al.[27], gets the advantage of all the previous approaches and 

work carried out. The only additional feature is it reserves the space for accommodating the confidential data 

before the image encryption is carried out. Advantage of this method is high security and good PSNR value. 

Disadvantage is high computational complexity when comparing other methods [28]. 

 

After all this approaches, the extended version of reversible data hiding technique is introduced by the author 

Achuthshankar et.al.[1]. This method mainly focused on enhancing the image quality by contract enhancement 

with high security novel lightweight symmetric stream cipher namely A-S algorithm. In this approach 

introduces the user defined file as a Key instead of generating the Key.  

 

The type of file and size of file will be user defined wish. The additional information is embedded to the image 

with the use of a data hiding key. At the receiver side it will be decrypted. After the decryption it is extracted 

and the original image will be recovered. If the receiver is not known about the data hiding key he cannot extract 

the data. So the data will be safe again. The user can use the Key file as text file, image, audio, and video. All 

the privileges are depending upon the user. XOR operation is performed for encrypting the file. Using 

Histogram Shift method it achieves good and stable PSNR value. Execution time of the algorithm is very low. 

It takes the first character of the file plain text file and the first character of the key file and performs an XOR 

operation which is encrypted as the first character of the cipher text and so on. When the EOF of the key file 

occurs, it wraps around. In A-S algorithm has maximum possible substitution which is 256 powers of numbers 

for the character in the plain text.  

 
Fig.2. Block Diagram for proposed work 
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III. RESULT AND DISCUSSION 

 

Execution time of this algorithm when comparing 3DES, IDEA, CAST-128, the A-S algorithm takes 2ms to 

execute the 50kb file size and 4ms to execute the 250kb file size and vice versa[1]. This approach results in 

good performance on data hiding. And it is very much safe, simple and faster. The future work of this paper will 

be minimizing the previous execution time and to deliver the better result in PSNR value with highest security, 

and also by including Watermarking technique it achieves high security in data transmission. Watermarking is 

the concept of copyright protection or digital ownership that can read by only authenticated person. 

 

IV. CONCLUSION 

 

In simple words, Cryptography and Steganography is a way to data hiding in such a fashion, presence of hidden 

message cannot be conceived. Several researchers are working in this area to improve efficiency of the 

algorithms. In this paper discussed about the various authors proposed a several algorithms and techniques to 

improve the data security. The future work of this paper will be way to improve the efficiency of the A-S 

algorithm by using Reversible Data Hiding technique, and including the Watermarking concept, so the result 

may provide the very high data security. 
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