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Abstract

Cloud computing provides Cloud storage as a service to the users for hosting their information within
the cloud. Information access management is that the well-organized methodology to supply information
security in cloud. Cipher text-Policy Attribute-based cryptography (CP-ABE) is generally thought of for
information access management in cloud storage. The present CP-ABE is tough to use in multi-authority cloud
storage owing to the attribute revocation downside. The projected reversible multi-authority CP-ABE theme
provides answer to the attribute revocation downside. The projected theme updates the parts of the revoked
attribute solely and generates latest secret keys for the revoked attribute and forwards it to the non-revoked users
World Health Organization have the attributes as revoked attributes. The backward security and Forward
security is assured. If the revoked user enters into the system once more by doing the registration method
suggests that, the actual user is known via the positive identification detail within the revocation list and cannot
be else to the system, so they're stopped at the registration section itself.

Index Terms: Access control, multi-authority, CP-ABE, attribute revocation, cloud storage
Introduction

Cloud storage is an important service of cloud computing, which offers services for data owners to host their
data in the cloud. This new paradigm of data hosting and data access services introduces a great challenge to
data access control. Because the cloud server cannot be fully trusted by data owners, they can no longer rely on
servers to do access control. Ciphertext-Policy Attribute-based Encryption (CP-ABE) is regarded as one of the
most suitable technologies for data access control in cloud storage systems, because it gives the data owner
more direct control on access policies. In CP-ABE scheme, there is an authority that is responsible for attribute
management and key distribution.

The data hosting and data access in cloud initiate a challenge in data access control. The cloud servers
cannot be fully trusted by data owners, they cannot be able to rely on servers to do access control. The data
owners cannot be able to assign the data access policies for the users according to their attribute relationship. In
multi-authority cloud storage systems, user’s attributes can be changed dynamically. A user may have new
attribute generated by several other authorities and the user may revoke some of the current attributes. The users
data accessing permission is should be changed accordingly with the dynamic adoption of new attribute entitling
and attribute revocation.

Multi-authority CP-ABE is mostly considered technology for data access control in cloud storage
systems. Users may hold various attributes issued by multiple authorities. The data access policy over the
attribute is defined by the authorities and not by the data owners. The existing system is not applicable for multi-
authority cloud storage due to its attribute revocation problem. If any attribute is revoked means all the Cipher
text associated with the authority whose attribute is revoked should be replaced or updated. The existing system
relies on a trusted server.
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Problem Statement

The knowledge hosting and knowledge access in cloud initiate a challenge in data access management.
The cloud servers can't be totally trustworthy by knowledge house owners, they can't be ready to trust servers to
try and do access management. the info house owners can't be ready to assign the info access policies for the
users per their attribute relationship. In multi-authority cloud storage systems, user’s attributes will be modified
dynamically. A user could have new attribute generated by many alternative authorities and also the user could
revoke a number of this attributes. The users knowledge accessing permission is ought to be modified
consequently with the dynamic adoption of latest attribute entitling and attribute revocation.

Architecture diagram of proposed system
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System Initialization and Authentication of users in Cloud
a. Registration:

Input : New user, AA (Attribute Authorities)

Output: Id from CA (Certificate Authorities)

Each user registers to the CA by providing their details. CA provides a global unique ID and certificate
for each user who entering into the system. AA should also be registered to the CA. For each AA, CA provides
Global unique ID and submits the certificates provided for each user in the system. The user details, AA details
are stored in database.

b. Authentication:
Input : User ID
Output: Deny/access by CA

Users provide the id obtained from CA, while login for the data access in CSP. CSP validates the id
using the details stored in database. If the id is valid, users are allowed for the data access in cloud, Otherwise
access is denied for the user.

c. secret key generation algorithm:
Input : User ID.
Output: User’s Secret Key.

New

Block/Register
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After logging into the system, user provides its id to AA. AA verifies the user’s certificate (Details)
with the Certificate key submitted by the CA. If the user is an authorized user, AA assigns attributes and
generates a secret key for the user. And AA forwards the user list and its assigned attribute to the data owner.
Data processing and Encryption by Owner:

a. Data Processing:
Input : Attribute from AA
Output: Access control policy
The data owners first split the data into multiple components according to logical granularities. Data
owner collects the attributes generated by the AA and design the access policy for each attributes.
b. Encryption by Owner:
Input : Access control policy, Content Key
Output: Encrypted Data.

The data owner encrypts the data with content keys using symmetric encryption algorithm. Then the
content keys are encrypted based on access policies of each attribute and send the encrypted data together with
Cipher texts to the cloud.

Data Decrypt by user:

a. Decryption Algorithm:
Input : user request for data.
Output: Decrypted data.

The user requests for the data to the cloud. If the users attribute and access control rights are satisfied,
user can download the data from the cloud. User first decrypts the data for the content keys using their secret
keys. Using the content keys user decrypts the original data.

Attribute Revocation:

a. Update Key Generation:

Input : Revoked User’s Attribute.
Output: Update Version key.

When an attribute is revoked from the system, the corresponding Attribute Authority generated an
update version number for that particular revoked attribute. Then, AA generates an updated version of secret
key and forward it to the users entitled with the revoked attribute belonging to that AA. Using the new updated
secret key, user can decrypt the data.

b. Cipher text Update:
Input : Revoked Attribute’s cipher text
Output: update version Cipher Text.

When the secret key for the revoked attribute is updated corresponding cipher text is updated. The
cipher text update is done in cloud. The cipher text update not only can guarantee the backward security of the
attribute revocation, but also can reduce the storage overhead on users.

Blocked revocation Attribute
Input : Revoked user list
Output : Denying the access in the Registration phase.

The revoked user can access the system after doing the registration process again and get the access
according to access control policy. After registration the revoked user may try to access the system using his/her
old authentication details. Therefore the authentication details of each and every user involved in the system are
stored separately. The unique identity of the user such as Social Security Number (SSN)/ General Identity card
number is added in the revocation list. If the revoked user enters into the system again by doing the registration
process means, the particular user is identified via the identity card detail in the revocation list and will not be
added to the system, so that they are stopped at the registration phase itself. There is the possibility for the
revoked user or external attacker to hack the token of the existing user from the database of the cloud and access
the stored data using the hacked token. To prevent from such wvulnerability, hash value of the token
corresponding to each user is stored in the database instead of direct token itself. Whenever user enters into the
system with token, authentication is done as follows: Hash value of the token is calculated and it is matched
with the stored hash value in the database. If it is matched, they are authenticated user else their access is denied.
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Related work
Sreedevi N [2] Storing personal medical records on the cloud server leads to need of Encryption
Mechanism .Jahid S [4] Problem of finding an expressive CP-ABE system under a more solid model.
Takashima K [7] Alleviate the key leakage problem in the settings of multi-authority ABE.John Bethen court
[1] unable to efficiently handle more expressive types of encrypted access control. Chase M[3] In the multi
authority scheme as stated, each user must go to every authority before he can decrypt any message.
Conclusion
A revocable multi-authority CP-ABE scheme can support efficient attribute revocation. Then, we
constructed an effective data access control scheme for multi-authority cloud storage systems. The revocable
multi-authority CP-ABE is a promising technique, which can be applied in any remote storage systems and
online social networks etc.
Future Work
Cloud generates hash value for the received encrypted data. Generated and received hash values are
compared by the Cloud. If both are same it means that data has not been modified. If the data is modified, Cloud
reports the information to the data owner and asks to re-encrypt the data.
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